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(57) Abstract 

A cellular telephone jamming device (10) is provided for jamming cellular telephone communication in a selected zone. The device 
(10) includes a noise source (12) for generating a noise signal, and transmitter means. Tlie device (10) further comprises first (14), second 
(18), third (20), fourth (22). and fifth (26) amplification stages, first (16) and second (24) band-pass fillers, and a power supply (28). The 
transmitter means is connected to the noise source (12) and operable to transmit the noise signal in the selected zone. The selected zone is 
typically a location in a building and the invention extends to a method of disabling a cellular telephone unit in the selected zone. 
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CELLULAR TELEPHONE JAMMING METHOD AND DEVIC? 

THIS INVENTION relates to cellular telephone 
communication. It relates in particular to a cellular telephone 
jamming device for jamming cellular telephone communication and 
to a method of disabling a cellular telephone unit in a selected 
zone . 

BACKGROUND OF THE INVENTION 

In order to effect cellular telephone communication 
between a cellular station and a cellular telephone unit, bi- 
directional communication which identifies and enables the 
cellular telephone unit takes place. When communication with the 
telephone unit is required, an open or available frequency in a 
cellular band is then identified and the cellular telephone unit 
is enabled and communication is then effected. For the purposes 
of this specification the term "jamming" is intended to include 
any interference with transmission or reception of cellular 
telecommunication . 



SUBSTITUTE SHEET (RULE 26) 
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SUMMARY OF THE INVENTION 

In accordance with the invention, there is provided a 
method of disabling a cellular telephone unit in a selected zone, 
the method including transmitting a jamming signal in the 
5 selected zone thereby to prevent communication between a cellular 
station and the cellular telephone unit. 

Typically, the jamming signal interferes with an 
incoming signal received by the cellular telephone unit. 
Preferably, the jamming signal operatively interferes with a 
10 signature signal transmitted by the cellular station to the 
cellular telephone unit , 

The jamming signal may be a band-limited noise signal. 

Further in accordance with the invention, there is 
provided a cellular telephone jamming device for jamming cellular 
15 telephone communication in a selected zone, the device including 
a noise source for generating a noise signal; and 
transmitter means connected to the noise source and operable 
to transmit the noise signal in the selected zone. 

Typically, the selected zone is a location in a 
20 building, for example, in a bank or the like. 
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The transmitter means is typically configured to 
transmit the noise signal in a band of frequencies received by 
the cellular telephone unit. For example, the band of 
frequencies may be between about 860 MHz and about 960 MHz. 



The device may include adjustment means selectively to 
adjust the power of the noise signal which is operatively 
transmitted in the selected zone so that the noise signal does 
not substantially extend into an adjacent zone. Typically, the 
adjustment means controls the power of the noise signal 
transmitted from an output stage of the transmitter means. 

Preferably, the power of the noise signal which is 
transmitted in the selected zone is of such a magnitude that the 
noise signal does not substantially extend into an adjacent zone. 
As the power of the signal received by the cellular telephone 
unit is generally lower than the power transmitted by the 
cellular telephone unit (typically about 2 W) , less power is 
required to be transmitted from the device in order to jam an 
incoming signal than an outgoing signal and, accordingly, 
spillage into adjacent zones is thereby reduced. 

The noise source may be a broad band noise source. 
Typically, the noise signal is a white noise signal. 



The device may include filter circuitry for filtering 
the noise signal to limit the noise signal to the band of 
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frequencies received by the cellular telephone unit, e.g. by 
means of a band-pass filter. 

The predetermined band is typically between about 860 
MHz and 960 MHz. It is however to be appreciated that the 
5 predetermined band may vary from country to country depending 
upon the cellular telephone transmission band used in each 
particular country. The method may thus include transmitting a 
jamming signal which comprises a band limited noise signal. 

The device may include amplification means for 
10 amplifying the noise signal. Typically, the device includes a 
plurality of amplifiers. At least two of the amplifiers may be 
interconnected by a band-pass filter. Each amplifier may have 
a gain of about 10 - 2 0 dB . 

The transmitter means may include a high frec[uency cut 
15 antenna, or the like. 

The invention is now described, by way of example, with 
reference to the accompanying diagrammatic drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 



In the drawings. 
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Figure 1 shows a schematic block diagram of a cellular 
telephone jamming device for jamming cellular telephone 
c ommun i c a t i on ; 

Figure 2 shows a schematic circuit diagram of the device of 
5 Figure 1; 

Figure 3 shows a schematic circuit diagram of a power supply 

of the device of Figures! and 2; 

Figure 4 shows a front view of an antenna used in a 

transmitter of the device; 
^ Figure 5 shows a side view of the antenna of Figure 4; 

Figure 6 shows a schematic block diagram of a further 

embodiment of a cellular telephone jamming device in accordance 

with the inventions- 
Figure 7 shows a schematic circuit diagram of certain 
15 amplification and filter stages of the device of Figure 6; and 
Figure 8 shows a schematic circuit diagram of an output 

module of the device of Figure 6 , 

DETAILED DESCRIPTION OF THE DRAWINGS 

Referring to the drawings, reference numeral 10 
20 generally indicates a cellular telephone jamming device, in 
accordance with the invention, for jamming cellular telephone 
communication in a selected zone or location. The device 10 
comprises a noise source 12, a first amplification stage 14, a 
first band-pass filter 16, a second amplification stage 18, a 
25 third amplification stage 20, a fourth amplification stage 22, 
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a second band-pass filter 24, a fifth amplification stage 26, and 
a power supply 2 8 which provides power to the various components 
of the device 10, The device 10 is operable to transmit a broad 
band jamming signal into the selected zone thereby to prevent 
communication between a cellular station (not shown) and a 
cellular telephone unit (not shown) and thus disable the cellular 
telephone unit located within the selected zone. The device 10 
jams incoming signals from the cellular station. 

- - " The noise-source 12 generates a noise signal which is 

fed into the first amplification stage 14 via a co-axial cable 
30 and thereafter amplified and filtered and then fed via a jack 
32 into a high frequency cut antenna 98 (see Figure 4). The 
first, second, third, fourth, and fifth amplification stages 14, 
18, 20, 22, 26 respectively are each individually screened to 
reduce external electromagnetic interference. Likewise, the 
first and second band-pass filters 16, 24 respectively are also 
screened. The power supply 28 (see Figure 3) has a 12 V DC 
terminal 34 which is connected via line 36 (see Figure 1) to the 
various components of the device 10, a ground terminal 38 (see 
Figure 3) which is connected via line 4 0 to the various 
components of the device 10 as well as its casing 42, and a 
further 12 V DC terminal 44 which is connected via line 46 to the 
fifth amplification stage 26. Power is fed to the power supply 
28 from a mains line 48. 
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The power supply 28 is conventional in most respects 
and includes a transformer 50 which has its output rectified by 
a diode bridge 52. The power supply 28 includes a voltage 
regulator 54 with its associated circuitry 56 which provides a 
12 V DC regulated output at the terminal 34 . The power supply 
28 further includes a voltage regulator 58 which has associated 
circuitry 60 and is operable to provide a variable output 
voltage, typically about 12 V DC, at the terminal 44. The 
voltage regulators 54 and 58' are mounted on heatsinks (not shown) 
and the power supply is also screened to reduce interference with 
the amplification stages 14, 18, 20, 22 and 26 and the band-pass 
filters 16, 24. 

The noise source 12 (see Figure 2) includes a 
transistor 62 which defines a reversed biassed PN junction and 
is biassed to provide a noise signal which is fed via a coupling 
capacitor 64 to an output terminal 66 of the noise source 12. 
In order to enhance the noise generated by the transistor 62, a 
variable resistor 68 is connected via line 70 and a biassing 
resistor 72 to an emitter of the transistor 62. As mentioned 
above, the noise source 12 is housed within a screened casing 74 
to screen it from external magnetic interference. A positive 
terminal 76 is connected to line 3 6 to source power from the 
power supply 28 and drive the noise source 12. The noise signal 
generated by the noise source 12 is a white noise signal which 
covers a frequency band between about 150 MHz and 1200 MHz. 



wo 98/18232 PCT/US97/14244 

8 

The noise signal is fed from the terminal 6 6 via the 
co-axial cable 30 to an input terminal 78 of the first 
amplification stage 14. The first amplification stage 14 uses 
an amplification chip 80, typically an INA-10386, and its 
5 associated circuitry 82. The first amplification stage 14 is 
connected via a terminal 84 and via line 3 6 to the power supply 
28. The incoming noise signal fed in via the terminal 78 is fed 
via a coupling capacitor 86 to the amplifier chip 80 which 
amplifies the noise signal from about 30 dB/iV to about 50 dB/xV 
10 which is then fed via a coupling capacitor 8 8 into the first 
band-pass filter 16. 



The first band-pass filter 16 filters the noise signal 
generated by the noise source 12, which is typically between 
about 150 and 1200 MHz at 30 dB/xV, to a band limited noise signal 

15 between: about 860 MHz and 960 MHz which is typically the 
frequency at which a cellular station transmits to a cellular 
telephone unit. The band limited noise signal is at about 47 
dB^V and is fed via a coupling capacitor 90 into the second 
amplification stage 18. The second amplification stage 18 

20 resembles the first amplification stage 14 and the same reference 
numerals have been used to indicate the same or similar 
components . 

The amplified noise signal at the output of the second 
amplification stage 18 is fed via a coupling capacitor 88 into 
25 the third amplification stage 20 which also resembles the first 
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amplification stage 14 and, accordingly, like reference numerals 
have been used to indicate the same or similar features. The 
second amplification stage 18 amplifies the noise signal to about 
67 dB/xV and the third amplification stage 20 then amplifies the 
noise signal to about 87 dBftV. The noise signal is then fed via* 
line 92 into the fourth amplification stage 22 which, once again, 
resembles the first amplification stage 14 and like reference 
numerals have been used to indicate the same or similar features. 



signal to about 107 dB/xV which is then fed via a coupling 
capacitor 88 into the second band-pass filter 24. The second 
band-pass filter 24 is similar to the first band-pass filter 16 
and filters the noise signal to restrict it to a band of between 
about 860 to 960 MHz, A slightly attenuated noise signal, 
typically attenuated by about 3 dB, is fed from the second band- 
pass filter 24 into the fifth amplification stage 26. 



terminal 94 and via line 46 to the power supply 28. Unlike the 
first, second, third, and fourth amplification stages 14, 18, 20, 
and 22, the fifth amplification stage 26 is not based on a single 
chip 80 but includes discrete components in order to obtain 
greater output power at its output terminal 32 which is connected 
to the antenna 98 shown in Figures 4 and 5. The fifth 
amplification stage 26 is a conventional amplifier and has a gain 
of about 12 dB/iV thus providing a total gain of the noise signal. 



The fourth amplification stage 22 amplifies the noise 



The fifth amplification stage 26 is connected via 
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generated by the noise source 12, of about 120 dB/xV, The fifth 
amplification stage 26 is based on a transistor 100 which 
includes biassing circuitry 102 and inductors 104 and its output 
is fed via a coupling capacitor 106 to the terminal 32. 

Although any suitable antenna may be connected to the 
terminal 32, the antenna 98 used in the embodiment of the 
invention illustrated, is a high frequency cut antenna having a 
reflector 110, a BALUN 112, and dioples 114. The antenna 98 
typically has a gain of about 7 dBi and its radiation pattern may 
vary between about 60 and 90^. 

Each stage of the circuit is housed in a screened 
casing 108 to inhibit mutual interference. 

Referring to Figures 6 to 8 of the drawings, reference 
numeral 150 generally indicates a further embodiment of a 
cellular telephone jamming device in accordance with the 
invention. The device 150 resembles the device 10 and, 
accordingly, like reference numerals have been used to indicate 
the same or similar features unless otherwise indicated. 

The device 150 comprises four processing modules 152, 
154, 156, and 158 which process a white noise signal generated 
in the processing module 152. A band-limited white noise signal 
is then fed to an output module 16 0 (see Figures 6 and 8) via 
connectors 162 and 164. The output module 160 is connected to 
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a power supply 166 which resembles the power supply 2 8 but is 
slightly modified. The power supply 166 includes adjustment 
means in the form of a variable resistor 168 (see Figure 6) which 
is adjustable to vary an output voltage on line 170 which is fed 
to the output module 160. 

The processing module 152 includes a noise source 12 
(see Figure 7) which generates broad band white noise which is 
fed into a first band-pass filter 152.1. An output 172 of the 
first band-pass filter defines an output of the first processing 
module 152. The second processing module 154 includes a first 
stage amplifier 14 which feeds its output into a band-pass filter 
16. Likewise, the third processing module 156 includes a second 
stage amplifier 18 and band-pass filter 16, and the fourth 
processing module 158 includes the third stage amplifier 20 and 
a band-pass filter 16. Accordingly, the device 150 substantially 
resembles the device 10 but has been arranged in a modular 
fashion, and further band-pass filters are provided at the output 
of the noise source 12 and at the output of the second and third 
stage amplifiers 18, 20. 

Referring to Figure 8 of the drawings, the output 
module 160 differs from the fifth stage amplifier 26 of the 
embodiment depicted in Figure 2. The output module 160 includes 
attenuator circuitry 174, and first and second amplifiers 176, 
178 respectively, each with a gain of 12 dB . The attenuator 
circuitry 174 is connected via line 170 to the power supply 166 
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and is arranged so that, upon adjustment of the variable resistor 
168, the gain of the output module 160 is adjusted. Accordingly, 
the power of the noise signal transmitted by the device 150 may 
be selectively adjusted. 

The attenuator circuitry 170 includes two H . P . SMD PIN 
diodes 180 which are connected to associated circuitry and the 
input noise signal, from the fourth amplification stage 158, is 
fed via the PIN diodes 180 and a strip line impedance matcher 182 
to the first amplifier 176. The first amplifier 176 is a 
generally conventional amplifier including a transistor and 
associated circuitry and its output is fed via a strip line 
impedance matcher 184 into the second amplifier 178. The second 
amplifier 178 is similar to the first amplifier 176 and its 
output is fed via a strip line impedance matcher 186 to an output 
terminal 188 which is connected to the antenna 98. The output 
module 160 is mounted in a separate casing to the processing 
modules 152 to 158 in order to enhance isolation and reduce 
feedback to the processing modules 152 to 158. 

In use, the device 10 is typically mounted in a 
preselected zone such as a location in bank where it may not be 
desirable for cellular telephone communication to take place. 
Normally, in order to effect cellular communication between a 
cellular base station and a cellular telephone unit, a signature 
signal is sent from the base station to the cellular telephone 
unit to identify and enable the cellular telephone unit. 
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However, when the devices 10, 150 are in use, the broad-band 
noise signal generated by the devices 10, 150 prevents the 
cellular base station from communicating with the telephone unit 
and thus it is not possible to enable the cellular telephone 
unit, e.g. it is not possible for the base station to allocate 
a particular communication channel to the cellular telephone 
unit . 



As the power of the incoming signal received by the 
cellular telephone unit is generally considerably lower than the 
output power transmitted from the cellular telephone unit 
(typically about 2 W) , it is possible to jam the incoming signal 
using a lower power output from the devices 10, 150 than it would 
be to jam an outgoing signal from the cellular -telephone unit. 
Accordingly, spillage of the jamming signal generated by the 
devices 10, 15 0 to neighbouring or adjacent locations or zones 
is reduced. 

The Applicant believes that the invention, as 
illustrated, provides a simple yet effective cellular telephone 
communication jamming device 10, 150 which is operable to prevent 
use of a cellular telephone unit in a preselected zone. 
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CLAIMS : 

1. A method of disabling a cellular telephone unit in a 
selected zone, the method including transmitting a jamming signal 
in the selected zone thereby to prevent communication between a 
cellular station and the cellular telephone unit. 

2. A method as claimed in Claim 1, in which the jamming signal 
interferes with an incoming signal received by the cellular 
telephone unit . 

3. A method as claimed in Claim 2, in which the jamming signal 
operatively interferes with a signature signal transmitted by the 
cellular station to the cellular telephone unit. 

4. A method as claimed in Claim 1, in which the jamming signal 
is a band-limited noise signal. 

5. A cellular telephone jamming device for jamming cellular 
telephone communication in a selected zone, the device including 

a noise source for generating a noise signal; and 
transmitter means connected to the noise source and operable 
to transmit the noise signal in the selected zone. 

6. A device as claimed in Claim 5 , in which the transmitter 
means is configured to transmit the noise signal in a band of 
frequencies received by the cellular telephone unit. 
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7. A device as claimed in Claim 6, in which the band of 
frequencies is between 860 MHz and 960 MHz. 

8. A device as claimed in Claim 6, which includes adjustment 
means selectively to adjust the power of the noise signal which 
is operatively transmitted in the selected zone so that the noise 
signal does not substantially extend into an adjacent zone. 

9. A device as claimed in Claim 6, in which the noise source 
is a broad band noise source. 

10. A device as claimed in Claim 9, in which the noise signal 
is a white noise signal. 

11. A device as claimed in Claim 6, which includes filter 
circuitry for filtering the noise signal to limit the noise 
signal to the band of frequencies received by the cellular 
telephone unit. 

12. A device as claimed in Claim 11, which includes 
amplification means for amplifying the noise signal. 

13. A device as claimed in Claim 12, in which the device 
includes a plurality of amplifiers, at least two of the 
amplifiers being interconnected by a band-pass filter. 
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14. A device as claimed in Claim 5, in which the transmitter 
means includes a high frequency cut antenna. 
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